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2.1. YubiKey Personalization Tool Z{#ERY3FIIA

2.1.1. BIERMAF
Yubico $tMH 4 MV5T YubiKey Personalization Tool 147> 0—RUTHA YA M=ILEITOTRE,

https://www.yubico.com/support/download/yubikey-personalization-tools/

2.1.2. BEFIE
1 ['YubiKey Personalization Tool |Z#28ILF T . EEHLZZITD YubiKey Z USB (C3EHELE T,
2 JA-NYNRIE:

[Settings |97 #&RUE T

[Logging Settings IDJA—~y bOTLJ MRwIR%Z[ Yubico format/(CEELE T,

Q_'} YubiKey Personalization Tool - X

Yubico OTP OATH-HOTP  Static Password Challenge-Response Tools  About Exit

YubiKey is inserted

Settings
General Settings
Decimal ModHex Hex

| | Use and enforce customer prefix
QOutput Settings

Output Format n@

Tab Public 1D o | Tab | [ Enter |
Programming status:

Output Speed Throttling @ Slot 1 and 2 configured

Cutput Character Rate |Standard - | Firmware Version:

| | Add a short delay before sending OTP part | | Add a short delay after sending OTP part Sgg_;ial Number
Serial # Visibility Settings n@ Static Password Settings l@ Dec: 10145512 E
|\/| Button at startup (2.2+) | | Enable manual update using the button (2.0+) Hex: Sacesd E
| | usB descriptor (2.2+/3.2+) Modhex: kiruuj 0

Extended Settings

|\/| API call (2.2+/3.04) Features Supported

| | Use numeric keypad for digits (2.3+)

Update Setti Yubico OTP
ate ings { i ing i i

g @ | | Use fast triggering if only slot 1 is programmed (2.3+) 2 Configurations
|\/| Enable updating of YubiKey configuration (2.3+/3.0+ | | Invert led behaviour (2.4+/3.1+) OATH-HOTP

Static Password

L4

L4

L4

- _ L4
Logging Settings Scan Code Mode L4
L4

g

L4

L4

|7| Log configuration output Yubico format - '@ Challenge-Response

Application Settings Traditional format Updatable

Yubico format

; . i Ndef
|—| Enable configuration expo Elg:’égl?ui:;gat ] &

- Universal 2nd Factor
Actions

Settings are saved automatically Update is available for Yubikey 2.3 and later

| Restore Defaults | Update Settings... y u b I c O



https://www.yubico.com/support/download/yubikey-personalization-tools/

3 WERRIEHRESAX:
['Yubico OTPJAJ&iEIRLE Y,
[ Advanced IINF>Z2UwILET

YubiKey Personalization Tool

I Yubico OTP I OATH-HOTP  Static Password Challenge-Response  Settings

Tools About

Quick

Quickly program a Yubikey for use with Yubico Validation Server

Advanced

Allows you to program one or more YubiKeys with greater control over the configuration values

YubiKey is inserted

Programming status:
Slot 1 and 2 configured
Firmware Version:
5.1.2

Serial Number

Dec: 10145512 []
Hex: Saceed ﬂ
Modhex: kiruuj D
Features Supported

Yubico OTP

2 Configurations
COATH-HOTP

Static Password
Scan Code Mode
Challenge-Response
Updatable

Ndef

A A Y

Universal 2nd Factor

EFMIEITOIA0YNOEIRL TFIVILET .

Slot1 (£33— v, Slot2 (FO>T AT (HIEL TVWET . SRELIZVAOY MEEIRU TEE,
['Yubico OTP Parameters|T 3 hATD[ Generate [RY>HZNENIUYIL., BRIEHREEKLET .

[Write Configuration|/R5>%2 Uy TESRRZERTLET .




YubiKey Personalization Tool - X

Yubico OTP OATH-HOTP  Static Password Challenge-Response About

YubiKey is inserted

Configuration Slot

ssalechtheconiioustionalar to be programmed

@ Configuration Slot 1 O Configuration Slot 2
|:| Program Multiple YubiKeys Configuration Protection (6 bytes Hex) @
Automatically program Yubikeys when inserted YubikKey(s) unprotected - Keep it that way -
Programming status:
Parameter Generation Scheme L7 Current ACCE.E'S Teiz .
Use Serial Number Slot 1 and 2 configured
Identity from serial; Randomize Secrets New Access Code Firmware Version:
Use Serial Number 5.1.2
Yubico OTP Parameters Serial Number
|»/| Public Identity (1-16 bytes Modhe> |iu va ru ul dv v | B cenerate (7] Dec: 10145512 []
Public Identity Length (6 bytes is default length as required by Yubico OTP validation server) Hex: Saceed D
|\/| Private Identity (6 bytes Hex) |53 be da 75 41 91 | | Generate - Maodhex: klruuj D
1
Secret Key (16 bytes Hex) |EC Oa f7 66 2d 4b b2 bb 06 9f 1cae 20 07 d5 c2 | Generate 7 Features Supported
Yubico OTP L'
Actions X .
_ ) _ _ ) _ 2 Configurations 4
Press Write Configuration button to program your YubiKey's selected configuration slot OATH-HOTP *
Write Configuration Stop Reset Back Static Password L4
Scan Code Mode L
Results Challenge-Response +
. . . Updatable o
& Public Identity (Modhex) Status  Timestamp P

Ndef L
Universal 2nd Factor +

ESMZEFIC CSV TPMILDOENEZIBTES 21 RUNKREINET . ERBDTALINIC CSV T71 2R FL TS
We T NMET configuration_log.csv EWS TP I A TIRFEINE T,

4 18O YubiKey N'$315 A (S YubiKey ZHEHLREL. B RIEIRESHI FIEZEIRLF I
% 2 BIBLEOESHAXIEIREL. FIDICFEELRZ CSV I7(ILSEREINF T,
i)

99900000, vvcccecccccc, 1a0000000000,00000000000000000000000000000000,000000000000,2022 -07 -
19T16:32:30,

99900001, vvcccccccced,1a0000000001,00000000000000000000000000000001,000000000000,2022 -07-
19T16:45:13,

FEED CSV I AIUICETD YubiKey OMEZEREIBIRNEC A SN TWSEZHEERL. CSV T I Z2 B (EX—ILEFETHIEN
1Z&u,
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Yubico $tMH4 V5T YubiKey Manager 12457 > 0—RUTA VA M=) ZFToTIZE L,

1

['YubiKey Manager |ZfCEIUE T, ESHZZITUZL) YubiKey % USB (L3EFELET
YubiKey Z$&#t 3 2& YubiKey DIERNFTRENE T, [Serial IOEZAEL THEET,

O YubiKey Manager

Home Applications Interfaces

YubiKey 5 NFG

Firmware: 5.1.2

Seria\:[:]

@ Heb @ About

[ Applications |Z7)wJU. [OTP1Z7UvILET,

© YubikKey Manager

Home Applications Interfaces

QTP

YubiKey 5 NFC

FIDO2

Firmware: 5.1.2 PV
Serial:

@ Help

@ About



https://www.yubico.com/support/download/yubikey-manager/

3 [Configure [IN7>%&IUvILET,
Slot1 (33— Mw, Slot2 (FOJAYATTIELTVE T . 5% ELEVAOY MEIRL TREL,

© Yubikey Manager — m] X
YubiKey 5 NFG ( ) @ Hep @ About
y u b JCO Home Applications Interfaces
oTP
Short Touch (Slot 1) ‘ Long Touch (Slot 2)
This slot is configured This slot is configured
& Swap
< Back

4 [Yubico OTPIICFIVIUL. [NextINF>&EIUVILET,

@'YubiKey Manager — [m] X
Yubikey 5 NFC ( ) @ Help @ About

y u b i Co Home Applications Interfaces

Select Credential Type

Short Touch (Slet 1)

® Yubico OTP (O Challenge-response

QO static password (O OATH-HOTP

¢
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[Public ID]DI[ Use serialJ[CFIvILEF T,

[Private ID]D[ Generate |[INI>%&IUVILE T,

[Secret key]®D[ Generate [INF>ZvIUE T,

[Public ID]. Private ID]. [Secret key IDENENDEZAELTHEET,

9 YubiKey Manager
YubiKey 5 NFG
Home

Applications Interfaces

Yubico OTP

Private IE
Secret ksx[ 1

— m] X

) @ Help ® About

Use serial

. UD|UE

[FinishI/N5>2 7))L TE SRR ZRITLET.

B YubiKey N'$r315E (& YubiKey Z3EHL2HBL. BICFIBZIROIRLET

MBI 71 )L OAERK:

ERAZHI(CIARTD YubiKey TEEREIBERD CSV T7AIVEVERRL . BEAHEX=)LZETHIEDIZE,
T4 IA—=Xyh: [Serial No. ], [Public ID]. [Private ID]. [Secret key

)
99900000, vvcceccccccc,1a0000000000,00000000000000000000000000000000
99900001, vvcceccccced, 17a0000000001,00000000000000000000000000000001




